WH®OPMALIMOHHAA NMAMATKA
AOnA OBYYHAKOLWMXCA OAnA PASMELLEHUA
HA O®ULINATIbHbIX MHTEPHET-PECYPCAX

C KkaxablM rogoM MONoOEeXMn B MHTEpHETE CTaHOBUTbCA Oonblue, a WKOMbHUKA O4HU U3 CaMbIX
aKTMBHbIX MONb3oBaTenen PyHeTa. Me>+<,u,y TEéM, MNOMUMO OIrpOMHOIo Konn4decTtea BO3MOXHOCTEMN,
WHTEPHET HECET U I'IpO6J'IeMbI. OTa namsiTka JoImkHa NomMo4b Tebe 6e3onacHO HaxoanTLCSA B CETU.

KOMI'II:I-OTeprIe BUPYCbI

KomnblOTEPHBIA BUPYC - 3TO Pa3HOBUOHOCTb KOMMBLIOTEPHBIX MPOrpaMM, OTAMYUTESNBHON
0COBEHHOCTBIO KOTOPOM ABMSIETCA CNOCOBHOCTb K pa3MHOXEHMIO. B gononHeHre Kk aToMy, BUPYCbl MOTyT
NnoBpeanTb UMM MOSNTHOCTBIO YHUYTOXUTbL BCe (halnbl U OaHHble, MOAKOHTPOSbHbIE MONb30BaTemNto, OT
UMEHU KoToporo Obina 3anylieHa 3apaKeHHasi nporpaMmMa, a Takke MOBpeauTb UMK Jaxe YHUYTOXUTb
onepaumoHHYy CMCTEMY CO BceMu havnamu B uernomMm. B GonbluMHCTBE crnyvyaeB pacnpoCTpaHsoTCs
BUPYCbl Yepes3 NHTEPHET.

MeToabl 3aLMTbl OT BP€AOHOCHLIX Nporpamm:

1. Micnonb3yii coBpeMeHHble OnepaLnoHHbIE CUCTEMBI, UMEIOLLME CePbe3HbIV YPOBEHb 3aLUnThl OT
BPEOOHOCHbIX Mporpamm;

2. T[loctosHHO ycTaHaBnuBanW naytm (uudppoBble 3annaTtku, KOTOpble aBTOMAaTUYECKM
yCTaHaBMMBalOTCA C Lenbio AopaboTkM nporpammbl) M Apyrme OBHOBMEHWS CBOEeW OnepauvoHHOW
cuctembl. CkaumBanm Mx TOMbKO C odmumanbHOro camta paspabotumka OC. Ecnu cywecTByeT pexum
aBTOMAaTU4YeCKoro 06HOBMEHWS, BKITHOYM €ro;

3. Pabotain Ha cBOeM KOMMbIOTEPE MoA NMpaBaMu Monb3oBaTens, a He agMuMHUCTpaTopa. JTo He
no3BonunT 6OJ'IbLIJVIHCTBy BPeOOHOCHbIX MporpamMm UWHCTannmpoBatbCA Ha TBOEM MNepCOoHarlbHOM
KOMIMbIOTEpE;

4. Wcnonb3yii aHTUBUPYCHble MNpOrpaMMHble MPOAYKTbl  WU3BECTHbIX MpPOM3BOAMTENEN, C
aBTOMaTM4YeckUM obHoBMEHVEM 6a3s;

5. OrpaHunyb usnyeckmin JOCTYN K KOMNbIOTEPY AN MOCTOPOHHUX NNLL;

6. Wcnonb3ym BHelwHWe HocuTenu WHopmauuy, Takve Kak drnewka, AUCK unv dann u3
WHTEpHeTa, TONMbKO U3 MPOBEPEHHLIX NCTOYHUKOB;

7. He oTkpbiBalh koMnblOTEpPHbIE hainbl, NOMyYeHHble U3 HeHaOeXHbIX UCTOYHMKOB. [axe Te
(havinbl, KOTopble Npucnan TBOW 3HaKOMbIN. Jlyylle yTo4YHM Y Hero, oTnpasnsan v oH Tebe ux.

CeTtu WI-FI

Wi-Fi - aTo He BuA nepegayun gaHHbIX, HE TEXHONOrUSA, a Bcero nuwb 6peHa, mapka. Ewe B 1991
rogy HuaepnaHackas komnaHusa 3apeructpuposana 6peng "WECA", yto 0603Ha4ano crnoBocoveTaHme
"Wireless Fidelity", koTopbii nepeBoanTcs kak "6ecnpoBogHas TOMHOCTL".

[o Hawero BpemeHun powrna gpyrasi abbpeBmnatypa, koTopas sIBNAETCA TaKOW XXe TEXHOMOruen.
OT10 abbpeBunatypa "Wi-Fi". Takoe HasBaHWe ObINO AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOM
TexHukn Hi-Fi, 4yto B nepesoae o3HayvaeT "BbicOKas TOYHOCTL".

[a, ©GecnnaTHbI WHTEPHET-JOCTYN B Kadye, OTensiX M aspornopTax SABMASETCS OTIIMYHOMN
BO3MOXHOCThIO BbIXOfa B MHTEPHET. Ho MHOrne akcnepTbl cumTatoT, 4To obwenoctynHele Wi-Fi cetn He
ABNAOTCA 6e30nacHbIMM.

CoBeTbl No 6e3onacHoCcTN paboThbl B 00LenoCcTynHbIX ceTsax Wi-fi:

1. He nepegaBan cBowo nuyHyto nHcdopmaumio vyepes obwenoctynHole Wi-Fi cetn. PaboTasa B Hux,
)XenaTenbHO He BBOOAUTL NMaponun AOCTyna, NOrMHbI U Kakue-To HOMepa;

2. Vcnonb3y wn OOHOBNSIM aHTUBUPYCHble nporpammbl M OpaHgmayep. Tem cambiM  Thbl
obesonacuwb cebs OT 3akadkn BUpyca Ha TBOE YCTPOWCTRO;

3. Mpwu ncnonbzosaHmn Wi-Fi oTkntoun dyHkumio "O6wmun goctyn K hannam n npuHtepam”. JaHHas



yHKUMA 3aKpblTa MO YMOMYaHWIO, OOHAKO HEKOTOpble MONb30BaTENW akTUBUPYOT ee Ans yaobctBa
ncnonb3oBaHus B paboTe unu ydebe;

4. He wncnonb3yn nybnuuHbin WI-FI gna nepegadm nNu4YHbIX AaHHBLIX, HaANpMMep AN Bbixoda B
coumanbHble CETU UMK B SNEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awuiieHHoe coeanHeHve vyeped HTTPS, a He HTTP, 1.e. npu Habope Beb-
agpeca BBoAN UmeHHo "https://";

6. B mobunbHoMm TenedoHe oTknmoum cyHkumio "lMogkntoveHne k Wi-Fi aBTomaTuuveckn”. He
Jonyckan aBToMaTU4eCKOro nogknoyeHusa yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTn

CoumanbHble CeTM aKTMBHO BXOAST B Haly >KU3Hb, MHOrMe noaM paboTawT U XKUBYT TaMm
nocTodHHO, a B Facebook yxe 3apeructpupoBaH Munnuapg 4YenoBek, YTO ABMSETCA OLHON CeabMOK
BCEX XuTenew nnaHeTtbl. MHOrMe nonb3oBaTeny He NOHMMALOT, YTO MHpOpMaUus, pa3MeLLeHHas MK B
coumanbHbIX CETSAX, MOXET ObITb HaMAeHa M UCMONb30BaHa KEM YrogHo, B TOM Yucie He 06s3aTenbHo ¢
Bnarmmmn HamepeHuaMuN.

OcHoBHble coBeTbI Mo 6e30MacHOCTU B CoLMarnbHbIX CeTaX:
1. OrpaHnyb CNcok apy3ei. Y Tebs B Opy3bsX HE OOIMKHO ObITb Cry4aiHbIX U HE3HAKOMbIX NOAEN;

2. 3awmian cBOK YacTHYK Xu3Hb. He ykasbiBan naponu, TtenedoHbl, agpeca, Aaty TBOEro
POXOEHUSA N OPYTYI0 NINYHYIO MHOPMaLMIO. 3M0YMbILLIIEHHUKMA MOTYT UCMOMb30BaTh AaXe MHopMauuio
0 TOM, KaK Tbl M1 TBOW POAUTENU MNaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awwwan cBoto penytaumio - AepXu ee B YMCTOTe U 3agaBan cebe Bonpoc: xoten 6bl Tbl, YTOObI
Apyrve nonb3oBaTenu BUAENW, YTO Tbl 3arpyxaewb? [logyman, npexge 4Yem 4YTO-TO ONyGrMKoBaThb,
HanucaTb U 3arpyaunThb;

4. Ecnv Tbl roBopulb C NHOAbMU, KOTOPbIX HE 3Haellb, HE WCMONb3yii CBOe pearibHoe UMs U
APYryIo NINYHYI0 MHGOPMaLNUK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl U Npoyes;

5. Nsberan pasmelleHus cotorpacpmii B MHTepHeTe, roe Tbl M300pakeH Ha MEeCTHOCTW, Mo
KOTOPOW MOXHO onpeaennts TBOE MECTOMNOMOXEHNE;

6. I'IpM pernctpaunmn B coumarnbHOM ceTun HeobxoouMMO MCMONb30BaTb CrOXHbIE naponu,
cocTodlmne n3 6yKB n Ll,lll(bp M C KONMM4YECTBOM 3HAKOB He MeHee 8;

7. Ans coumanbHOW ceTw, NoYTbl U APYrMX CamToB HeoBXoOUMO MCMONb30BaTb pasHble Napornu.
Torga ecnu Teb5 B3nomatoT, TO 3MOYMbILLIIEHHMKN NOMyYaT AOCTYN TOMbKO K OQHOMY MECTY, a He BO BCe
cpaasy.

OneKTPOHHbIe AEHbLIN

OnEKTPOHHbIE AeHbM - 3TO OYeHb YAO0OHbLIN cnocob nnaTexen, 0OHAKO CYLLECTBYHT MOLUEHHUKN,
KOTOpble XOTAT NONYYUTb 3TU AEHBLIN.

3ﬂeKTp0HHbIe OeHbrnm noABUIMCb coBCeM HelaBHO U UMEHHO U3-3a 3TON0 BO MHOIMX rocygapcreax
00 C1X NOop He NponncaHo Npo HKUX B 3aKOHax.

B Poccuun xe oHM DYHKUMOHWPYIOT M O HUX YXXe MPONUCaHo B 3aKoHe, rae uX pasgensatoT Ha
HECKOJSbKO BWAOB - aHOHWMHbIE U HE aHOHUMHbIE. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaeTtcs npoBoAuTb onepaunn 6e3 uaeHTUdMKauum nonb3oBaTens, a B HEaHOHUMHbIX
ngeHTudMKaums nonb3oBaTens asnseTcs obs3arensHoN.

Takke cnegyeT pasnuyaTb aMeKTPOHHblE puaTHble AeHbIN (PaBHbI FOCYAApPCTBEHHLIM BanioTam) u
3MNEKTPOHHblE HemaTHbIe AEHBIN (HE paBHbl FOCYAAPCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 6Ge3onacHow paboTe ¢ ANeKTPOHHBIMU AeHbramu:

1. MpuBsSDKM K cHETY MOOUNBHbLIV TenedoH. ATo cambli yA0OHbIN 1 BbICTPLIM CNOCO6 BOCCTAaHOBUTL
pocTyn K cyeTy. [NpuBs3aHHbIN TenedgoH MOMOXET, ecrnu 3abydellb CBOW NIATEXHbIA Maponb Wn



3angellb Ha calT C HE3HaKOMOro YCTPOUCTBA;

2. Vicnonb3yi ogHopasoBbie naponu. [locne nepexoda Ha yCUNEHHY0 aBTopusaunto Tebe yxe He
6y/:|,eT yrpoXxatb ONaCHOCTb KpaXXu Unn nepexesarta niaTtexXHoro napons;

3. Bbibepu cnoxHbli naponb. [lpectynHukam 6yaeTr He MpoCcTo yragaTb CRAOXHbLIA Naporb.
HagexHble naponu - 370 Naponu, KoTopble cogepXaTt He MeHee 8 3HaKOB W BKIO4YaloT B Ce0SA CTPOYHble
W nponucHble OykBbl, LUMPbI W HECKOMbKO CMMBOMOB, Takue Kak 3HaK pJonnapa, QyHTa,
BOCKNUUATEeNbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NNYHbIE JaHHbIE HA canTax, KOTOPbIM HE AOBEpAELUb.
sneKTpOHHaﬂ noyTta

OneKkTpoHHasa noyta - 3TO TEXHOMOrMs W npeaocTaBnseMble € YCNyru Mo Mepechbinike U
MONyYEHNIO 3NEKTPOHHbIX COOBLLEHWN, KOTOpble pacnpefensaiTcs B KOMMbioTepHon ceTu. OBbluHO
9NEKTPOHHbIA MOYTOBLIA ALWMK BbIMNSAUT cnefylowimMm obpa3oM: MMsi_Nonb3oBaTend@uMs_AoMeHa.
Takke KpomMe nepegaym NpPoCcToro TeKCTa, MMeeTCsl BO3MOXHOCTbL nepenasaTb hansbl.

OcHoBHble coBeTbl N0 Be3onacHom paboTe ¢ 3NeKTPOHHOW NOYTOW:

1. Hapgo BbiOpaTb nNpaBuWIbHbIA MOYTOBLIA CepBUC. B WHTEpHETe ecTb OrpoMHbIA BbIOOP
©ecnnaTtHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Ny4lle OOBEPSATb TEM, KOro 3HAELLb U KTO NEPBbLIA B PENTUHTE;

2. He ykasbiBam B nNWYHOW noyTe MWYHYO WHQOopMauuo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIN_aHat@" nunn "pok2013" BmecTto "Temal3";

3. Wcnonb3ayii aByxaTanHyto aBTopu3auuio. 3TO Korga MOMKWMO Mapornisi HYXHO BBOAMTb Kop,
npucbinaemein no SMS;

4. Bbibepy cnoxHbl naponb. [Ana kaxgoro MOYTOBOro slimka AOMKEH ObiTb CBOWM HaOeXHbIN,
YCTOMNYMBBIN K B3fIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW NINYHbIN BOMpOcC, l/ICﬂOJ'Ib3yI7I 3TY BO3MOXHOCTDb;

6. Vcnonb3yn HeCcKONMbKO MOYTOBbIX AWMKOB. [MepBbl AnNs YacTHOW Mepenucku ¢ agpecatamu,
KOTOpbIM Tbl JOBepsiellb. JTO 3MNEKTPOHHbLIM aApec He Hafdo ucnomnb3oBaTb MNpU perncrTpauum Ha
dopymax un cantax;

7. He oTkpblBay hainbl U Apyrne BMOXEHUS B NMCbMax, Aaxe eCnu OHU NPULLX OT TBOUX ApY3emn.
Jlydwe yTouHn y HUX, oTNpaBnsanu nu oHn Tebe atn dannsi;

8. lNMocne okoH4YaHUsA paboTbl Ha MOYTOBOM CEpPBUCE MNepen 3akpbiTUEM BKMaOKM C CanTOM He
3abygb HaxaTtb Ha "BeiiTn".

KnbepOynnuHr unm BuptyanbHoe usgeBarefibCTBO

KnGepbynnuHr - npecrnenoBaHWe COOOLLEHUSIMM, COAEPXKaLUMMU OCKOPGIEHUS, arpeccuio,
3anyrvBaHve; XynuraHcTBo; colmarnbHoe GOMKOTMPOBaHME C NMOMOLLbH0 PasnnYHbIX MHTEPHET-CepPBUCOB.

OcHoBHble coBeTbI N0 6opbbe ¢ kKMbepbyNNUHroM:

1. He 6pocarica B 6oi. Jlydwmii cnocob: nocoBeToBaThCs Kak cebs BECTU U, €CNK HET TOTO, K KOMY
MOXHO 00OpaTuTbCsi, TO BHavane YCNokouTbCA. Ecnu Tbl HavHewb oTBevaTb OCKOpPONEeHusMUM Ha
ockopbneHusi, To TOMbKO elle Gorbliue pa3oxokellb KOHIUKT;

2. YnpaBnsan cBoen knbeppenyTaumen;

3. AHOHMMHOCTb B CE€TM MHUMas. CyLIJ,eCTByI-OT CnocoObl BbISICHUTb, KTO CTOUT 3a aHOHWMHbIM
adKKayHTOM;

4. He cTOMT BecTM XynuraHckuim obpas BUPTYyanbHOM >XU3HW. VIHTEpHET dumKCcuMpyeT BCe TBOM
AENCTBNSA U coXpaHsaeT ux. Yoanutb nx yger kpaviHe 3aTpygHUTENbHO;

5. Cobntogan cBo BMPTYyanbHYH YeCTb CMOSOAY;



6. WrHopupyn eauHunuHbin HeratmB. OpHOpasoBble OCKOPOWUTENbHbIE COOOLLEHUA nydlle
urHopupoBaTtb. OBbIYHO arpeccusi NpekpaLlaeTcst Ha HavYanbHOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHBIMW COOOLLEHMAMU, B COLMAnNbHbIX CETAX
€CTb BO3MOXHOCTb GITOKMPOBKU OTMPaBKM COOBLLLEHUI C OnNpeaeneHHbIX aapecos;

8. Ecnn TbI cBupetenb knbepbynnuHra. TBou AEWCTBMA: BbICTYNUTbL NPOTUB NpecrnenoBaTens,
nokasaTb €My, YTO €ro OEeWCTBWS OLEHMBAKTCA HEraTMBHO, MOAAEepXaTb XXepTBY, KOTOPOW HyXHa
ncuxonormyeckas NoMoLLb, COOOLNTL B3POCTbIM O hakTe arpecCUBHOIO NOBEAEHUS B CETU.

Mo6unbHbIW TenedoH

CoBpeMeHHble CMapTgOHbl 1 MnaHLWweTbl codepxaT B cebe BMofiHE B3pPOCIbI yHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTaLMOHApHbIMK KoMrMbtoTepamu. OgHako, CpeacTB 3aliuTbl Ans
NoAoGHbIX YCTPOWMCTB MOKa 04eHb Maso. TecTpoBaHue U NMOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT He Tak
MHTEHCKBHO, kak Ans MK, To e camoe KacaeTcsi 1 MOBUITbHBIX MPUIOXEHWIA.

CoBpemMeHHble MOGUINbHbIE Opay3epbl yxe MpakTUYecKu OOrHanu HacTOMbHblIE aHaroru, OgHaKo
pacwmpeHme yHKLMOHana BrneyeT 3a cobor 60MbLUYO CAOXHOCTb U MEHbLUYH 3aLUNLLIEHHOCTb.

[laneko He Bce MPOM3BOAMTEN BbiMYCKAOT OGHOBMEHUS, 3aKpbIBAIOLLNE KPUTUYECKUE YA3BUMOCTM
Ans CBOMX YCTPOMCTB.

OcHoBHble coBeTbl Al 6e3onacHOCTN MOBUNBbHOIro Tenecb0Ha:

Hunyero He saBnsdetca no-Hactoswemy 6ecnnatHeiM. byaob ocTopoxeH, Begb korgaa Tebe
npegnaratoT 6ecnnaTHbIV KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO NnaTHbIE YCIyry;

Oymaii, npexge 4yem otnpaBuTb SMS, doto mnu Buaeo. Tbl TOYHO 3Haellb, rae OHM byayT B
KOHEYHOM utore?

Heobxoaumo o6HOBMSATL ONEpPaLMOHHYHO CUCTEMY TBOEro CMapT(OHa;
Vcnonb3yih aHTUBUPYCHbIE NpOrpaMmbl Ans MOBUIbHbIX TenedgoHoB;

He sarpyxai npunoxeHns oT HEU3BECTHOrO NCTOYHKKA, BEA4b OHWU MOTYT CodepXaTb BPpeAoHOCHoe
nporpaMMHoe obecneyeHue;

Mocne TOro kak Thl BblAelWb C canTa, rge BBOAWUN NUYHYO WMHOpPMauuio, 3aiauM B HACTPOWNKM
Opaysepa u yganum cookies;

Meprognyeckn NpoBepsii, Kakne nNnaTHble YCNYrn akTBMPOBaHbl HA TBOEM HOMEPE;

[aBaii cBoii HOMep MOOWNbLHOrO Terned)oHa TOMbKO JoAsIM, KOTOPbIX Thl 3Haellb W KoMy
[oBepsellb;

Bluetooth gomxkeH BObITb BbIKNOYEH, KOrAa Thl UM He Nonb3yellbes. He 3abbiBav MHOrAa NpoBepPSAThb
aTo.

Online urpbi

COBpeMeHHbIe OHJ'IaIZH-I/IprI - 9TO Kpaco4Hble, 3axBaTbliBalolWlne pa3BrievHeHunsd, obbeguHsaLme
COTHM ThbICAY 4YenoBeK No BCcemMy MuUpy. MFpOKM ncenenywT OaHHbIN UM Mup, obuwatoTcs apyr ¢ opyrom,
BbINONMHAKT 3afaHud, cpaXarTCA C MOHCTpaMu M Nony4yakwT OnbIT. 3a yAoBONbCTBUE OHWU NNaTAT:
NoKynakT ANCK, onfiadvynBaroT abOHEeMEHT unu np|/|o6peTal0T Kakune-T1o onuun.

Bce aTu cpefcTBa uayT Ha MoAAepXaHUe U pasBUTUE WUrpbl, a Takke Ha camy Ge3onacHoCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aUMK, BbIMyCKAlTCA HOBble NaTyu (UMpoBblE 3annaTku Ans
nporpaMm), 3aKpbIBatoTCS YS3BUMOCTY CEPBEPOB.

B nogoGHbIx urpax CToUT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXu TBOEero
napond, Ha KOTOpOM OCHOBaHa cuctemMma aBTopusaunmn GonbLUMHCTBA nrp.

OcHoBHbIe coBeThbI N0 6€30MacHOCTV TBOEro UFPOBOIO akKayHTa:

1. Ecnu pgpyron urpok BegeT cebs nioxo unm cos3gaet tebe HenpuATHOCTM, 3abroKupym ero B



ClMNCKe UrpoKoB.;

2. Toxanynca agMuHUCTpaTopam MUrpbl Ha Mfoxoe MnoBedeHue 3TOr0 WUrpoka, KenaTenbHo
NPUNOXUTb KakKne-T1o AoKa3aTernbCTBa B BUAe CKPUHOB,

3. He ykasbiBan nnyHyto nHdopmauuio B npodainne urphbl;
4. YBaxaln gpyrux y4acTHMUKOB MO Urpe;

5. He ycTaHaBnuBan HeoduumanbHble natyn u Moapl;

6. Vicnonb3yii CNoxHble 1 pa3Hble naponu;

7. Jaxe BO Bpemsi Urpbl He CTOWUT OTKMOYAaTb aHTMBMpYC. oka Tbl urpaellb, TBOW KOMMbIOTEP
MOTyT 3apasuThb.

DULWIMHF UK KpaXka NMNYHbIX AaHHbIX

OO6blvHOWM Kpaxken AeHer U OOKYMEHTOB CErofHsl Y)X€ HWKOro He yAMBULLbL, HO C PasBUTMEM
WHTEPHET-TEXHONOMMIA 3MOYMBILLMIEHHVKN NEePeMeCcTUNINCb B WHTEPHET, U NPOAOIKaT 3aHMMaTbCs
"NnodumbIM" genom.

Tak nosiBMNacek HoBas yrposa: MHTEPHET-MOLUEHHMYECTBA MM OULLIMHF, FMaBHas Lenb KOTOPOro
COCTOUT B MOMYyYEHMM KOHUOEHUMAmNbHbLIX AaHHbIX MOoNb3oBaTenen - fOrMHOB M naponen. Ha
aHrnuckom asbike phishing untaetcs kak puwmHr (ot fishing - ppibHasa noens, password - naponb).

OcHoBHble coBeTbl N0 60pbbe ¢ PULLIMHTOM:

1. Cnegu 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3noMaHa, To
HeobxoaMMo 3abrokMpoBaTh ee U COOOLWLMTL aaMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKopee;

2. VlCFIOJ'Ib3y17I Ge3onacHble Beb-calThbl, B TOM 4ncre, WHTEPHET-MarasmHoB U NMONUCKOBbIX CUCTEM;

3. Wcnonb3ym cnoxHble wn pasHble naponu. Takum obpasom, ecnm Tebs B3nomMalwT, TO
3MOYMBILLSIEHHUKM MONyYaT AOCTYN TOMbKO K OQHOMY TBOEMY NpOodunto B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoAuMO npedynpeaunTb BCEX CBOUX 3HAKOMbIX, KOTOpble
pobaBneHbl y Teba B Apy3bsx, O TOM, 4YTO Tebs B3nomManu W, BO3MOXHO, OT TBOero mmeHu 6yget
paccbinaTbCs Cnam U CCbIfKM Ha (PULLNMHIOBbLIE CalThbl;

5. YctaHoBu HagexHbI naporb (PIN) Ha MOGUbHBIN TenedoH;
6. OTknNo4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan ainnbl 1 Apyrne BrOXeEHUA B NMCbMax, AaXe eCnu OHW NPULLIU OT TBOUX ApY3en.
Jlydlie yTouHM y HWX, OTNPaBNSAnmM N oHu Tebe aTn danneol.

LindpoBas penyrauus

LindpoBas penytaumss - 3TO HeratMBHas MWNM MNO3WTUBHAA WHGoOpMauus B ceTn o Tebe.
KomnpomeTupyowas wuHdopmaums, pasMmelleHHas B WHTepHeTe, MOXeT Ccepbe3HbiM obpa3om
OTpasnTbCs Ha TBOEW peanbHOM >XM3HU. "LudpoBas penytauumsa” - 3T0 TBOW UMMUOX, KOTOPbIA
dopmMmumpyeTcsa 13 uHcopmaumm o Tede B MHTEPHETE.

TBOE MECTO XWTENbCTBA, yqe6b|, TBOE CbMHaHCOBoe nono)eHune, 0cobeHHOCTU Xapaktepa u
paccKkasbl O ONU3KMX - BCe 3TO HaKanMBaeTCcs B CETU.

MHorne nogpoCTKM NErKOMbBICIIEHHO OTHOCATCS K My6nukaumm nmyHon nHgopmauum B NHTepHeTe,
He MoHMMasi BO3MOXHbIX NOCMEeACTBUMW. Thbl AaXe He CMOXellb AoragaTtbCs O TOM, 4To dpoTorpadus,
pasmelleHHasa 5 neT Hasagd, cTana NpUYnHOM OTKasa NpUHATL Tebsa Ha paboTy.

KommeHTapuu, pasmelleHve TBoux coTtorpaduii n gpyrme OencTBUS MOTYT HE UCYE3HYTb Aaxe
nocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaelWb, KTO COXpaHun 3Ty uHdOpMauumio, nonana nv oHa B
MOUCKOBbIE CMCTEMbI M COXPaHUNacb My OHa, a rnaBHoe: YTO mogymalT O Tebe okpyxarwwme noan,
KOTOpble HanayT n yBuAAT 3T0. HanTn nHdopMaumio MHOTO neT CnycTa CMOXeT Mtobon - Kak u3 gobpbix
noby>xOeHUn, Tak U C HaMepeHeM NPUYNHUTL Bped. TO MOXET ObITb KTO YroAHO.



OCHOBHble COBETbI MO 3allUmMTe LMdPOBOI penyTauuu:

1. Nogyman, npexae Yyem 4To-TO NyGnMKoBaTb U NepedaBaTb y cebs B 6nore nnm B coumarnbHOn
ceTtu;

2. B HacTporkax npocuns ycTaHOBM OrpaHUYEeHUs Ha MPOCMOTP TBOEro npodunss u ero
COOEepPXMMOro, caenan ero Tonbko "gnga apysen”;

3. He pasmewann n He ykasbiBalh MHGPOPMALMIO, KOTOpas MOXET KOro-nmbo ockopbnsaTb unu
obwmxaTtb.

ABTOpCKOE npaBo

CoBpeMEHHbIe LLKOSNbHUKWN - aKTMBHbIE MOMb30BaTENN LUMAPOBOro npocTpaHcTea. OgHako ganeko
He BCe 3HalT, YTO MOfb30BaHNE MHOMMMW BO3MOXHOCTSAMU LMcpoBOro Mupa TpebyeTt cobnogeHus npas
Ha MHTEeNNeKTyanbHyl COOCTBEHHOCTb.

TepMuH "MHTENnekTyanbHasi COGCTBEHHOCTb" OTHOCUTCS K pasnUyHbIM TBOPEHUAM YENTI0BEYECKOro
yMa, HauyrHas C HOBbIX M300peTeHMn 1 3HaKoB, 0003HaYaLWnX COOCTBEHHOCTb Ha NPOAYKTLI U YCNyrn, U
3aKkaH4MBas KHMramm, gotorpacpmsamm, KMUHOPUNIBMaM1 U My3blkabHbIMU NPOU3BEAEHUAMMN.

ABTOpCKME NpaBa - 3TO MpaBa Ha WHTENNeKTyanbHyl COOGCTBEHHOCTb Ha MPOWU3BEAEHWS Haykw,
nutepaTypbl M UWCKyccTBa. ABTOpPCKME TNpaBa BbICTYMAT B KayeCcTBe rapaHTMM TOro, YTO
WHTENNEKTYanbHbIA/TBOPYECKUA Tpya aBTopa He OyaeT HampacHbiM, [acT eMy crnpaBeffvBble
BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MoSyyYnTb M3BECTHOCTb M MpusHaHue. HukTto
6e3 paspelleHUs aBTOpa He MOXET BOCMNPOM3BOAWUTbL €r0 NPOU3BEAEHUE, PacnpoCTPaHATb, MyGruM4HO
[eMOHCTpupoBaTb, MpogaBaTb, WMNOPTMPOBaTb, MNyckaTb B MpokaT, MybnM4yHO  UCMOMHSATH,
noKa3sbIBaTb/MCMOMHATL B 3hMpe nnu pasmeLlatb B MIHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOFO" nporpaMmMmHoOro obecneyeHns MoxeT npnBecTn K MHOrMM puUCkam: OT
noTepun OaHHbIX K TBOMM akkayHTam OO 6HOKI/IpOBKI/I TBOEero yCTpOI;ICTBa, roe yCtaHoBlleHa HeneranbHasa
nporpamma. He crtout Takke 3abbiBaTb, 4TO CylWeCTBYKOT neranbHble U OecnnaTHble nporpamMmmbl,
KOTOPble MOXHO HaNTX B CETMW.

O noprane

CeTeBWYOK.ph - TBOW rMaBHbIN COBETYMK B ceTU. 34eCb Thl MOXeELLb y3HaTb 0 6e30nacHOCTM B CeTH
MOHATHBLIM U JOCTYMHbLIM S3bIKOM, @ NPY BO3HWKHOBEHWUW KPUTUYECKOW CUTyaumMm o6paTuTbCs 3a COBETOM.
A Takke NpUHATb y4acTme B KOHKypcax 1 cTaTb CaMbiM LUPOBbLIM rpaXaaHNHOM!



